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PA3JEJ I

OBILIHA ITOJOXEHUA

Yu. 1 Te3u mpaBuiia UMar 3a I Ja yKakaT Kak ce MapKupa, U3Moj3Ba, 00paboTBa, 0OMEHs,

ChXpaHsIBa M YHUIIOXaBa HHPoOpManmsTa, ¢ KosTo pasnonara O6mmuna banure.

Y. 2 IIpuetu ca Bb3 ocHOBa Ha Wwil. 5, an. 1, T. 6 u 7 ot HapenbaTa 3a MUHUMAaJTHA W3UCKBAHUS

3a MpexoBa U nHpopmarmonHa curypaoct (Hapenbara).

Ya. 3 HpaBI/IHaTa OCJAT TapaHTHPAHETO Ha A0CTATbYHA, aCKBATHA W IPOIIOPHHOHAJIHA Ha
3a1jyIaxyuTe 3alluMTa Ha I/IH(1)OpMaI_II/I$ITa C OrJICa Ha HelHaTa BAKHOCT, YYBCTBUTCIHOCT U Ha

HOPMATUBHUTC U3UCKBAHWA KbM HEA.

Y. 4 KHaCI/IQ)I/IKaHI/IﬂTa CC IIpujiara 1 BbpXy BCUYKHU PECYPCH, KOUTO Y4aCTBAT B Cb3AABAHCTO,
O6pa6OTBaHeTO, CbXPaHABAHCTO, IIPCHACAHCTO U YHUIIIOKABAHCTO Ha I/IHCI)OpMaI_II/IHTa, KaTO KbM
TAX Tpi[6Ba Ja C€ Ipujiarat IMnoaxoAdimy MEXaHW3MHU 3a 3allydTada, CbOTBETCTBAM Ha

UACHTU(DHUIMPAHNUTE 3ATUIAXH.

Ya. 5 (1) O6una banuTte HaHacs HUBOTO Ha KiacH(HKAIUATA MO TMOAXOMISI] HAYUH BBPXY

JOKYMEHTHpaHaTa uHpopMaIusl.

(2) 3a ximacudukanMsTa HE c€ M3MOJI3BAaT HUBaTa Ha KiIacu(UKalus 3a CUTYpHOCT Ha
uHpopmanuaTa oT o0xBaTa Ha 3aKOHa 3a 3allluTa Ha KiacupuiupaHata nHbopManus, Kakto u

TEXHUST rpud.

(3) Undopmanusara 6e3 kimacudukanus € AOCTbIIHA 3a OOIIO IOJ3BAaHE NpPU Cla3BaHE Ha

CTaHAAPTHUTC IIPpaBUJjia 3a aBTOPCKHU IIpaBa U KbM HEA HE CC IpUjIaraT MCXaHU3MHU 3a 3aliuTa.

(4) Ilpu obmen Ha uHpopmanus ce usnoisBa kinacuduxauus TLP (traffic light protocol)

cbriacHo npunoxenue Ne 2 ot HapenOara.

PA3JIEJI 11

KIACUPUKALIMU HA UTHPOPMAIIUATA

Yn. 6 (1) C uen ma ce rapanThpa JOCTaThyHA, aJICKBaTHA W IPOIMOPIIMOHAIIHA Ha 3aIrlIaXuTe
3aluTa Ha I/IH(bOpMaL[I/IHTa, CC IMpaBH MPCICHKA HAa BA)KHOCTTA U YYyBCTBHUTCIIHOCTTA I>'I, KaKTO U

Ha HOPMATUBHUTC U3UCKBAHUS KbM HCA.



(2) Bp3 ocHOBa Ha Ta3W MpeleHKa HHpopMaIusITa ce pa3aeisa B HAKOJIKO kareropun. Korato e
NPUIIOKUMO, Ta3u Kiacu(ukanus ce mpeHacs M BbPXY BCHUUYKH PECypCH, KOUTO ydacTBaT B
Cb3/1aBaHETO, O00pabOTBAaHETO, CBHXPAHIBAHETO, IMPEHACSHETO, PA3MPOCTPAHCHUETO U
VHHI[O)KABAHETO Ha WH(POpPMALHUATA, U KbM TIX CE€ MPHJIAraT MOJIXOMSAIIM MEPKH 3a 3alluTa,

CHOTBETCTBAIIIM Ha 3aIlIaXUTe.
Y. 7 I1pu o6men Ha nndopmarus ce uznonspa TLP (traffic light protocol)

1. [TLP-RED] — Camo 3a ompe/eiieHu mojyJarein: B KOHTEKCTa Ha ¢JIHa Cpella HalpuMep
nH(popManuATa Ce OrpaHUYaBa JI0 IPUCHCTBAIINTE Ha cpeniaTa. B moBeueTo ciydau Tasu

PIH(bOpMaI_[I/IH CC Mpc€aaBa YCTHO WJIH JIMYHO.

2. [TLP-AMBER] — OrpanuueHo pa3npocTpaHCHHUE: MONy4YaTeNIsAT MOXKE Jia CIIO/CNS Ta3H
uHboOpManusg ¢ APYrd XOpa OT OpPraHM3aLMATa, HO CaMO aKO € CHa3eH NPUHIUIBT
"HeoOxoauMocT Aa ce 3Hae". Yecra mpakTHKa € W3TOYHUKBT Ha HMHpoOpManusiTa aa
YTOUHHU BeJHAra ciieJi MapKupoBKaTa Ha KOT0 MOJKE Jla ce CHoJels MHpopMalusaTa Uin
Jla MpeABUAM OIPAaHUYEHUs Ha TOBa cIoAeNsiHE. AKO MOJy4yaTensT Ha UMH(popManusTa

HCKa Aa A pa3snpocCTpaHsaBa, 3aIbJIZKUTCIIHO Tp?[6Ba Aa C€ KOHCYJITHpPa C U3TOYHHKA.

3. [TLP-GREEN] — Illupoka oOmHOCT: WHPOpPMANKITA B Ta3H KaTeropus MOXe Aa Oble
pasnpocTpaHsBaHa INMUPOKO B paMKHTEe Ha JajaeHa oOOmHOCT. Bbmnpekn ToBa
nHpopmanuaTa He MOXe Ja ObJe MyOJuKyBaHa WM IMOCTBaHA B MHTEPHET, KAaKTO U

Hn3HacCsIHa U3BBH 06IJ_IHOCTT21.

4. [TLP-WHITE] — HeorpanudeHo: mpeaMeT Ha CTaHAapTHUTE MpaBHia 3a aBTOPCKO

IIPaBo; Ta3u HHOPMALIHS MOXKeE J1a C€ Pa3NPOCTpaHsiBa CBOOOIHO, 0€3 OrpaHUYEHUS.

Yn. 8B OOmmHata ce cma3Ba NpenopbuyMTENHATa Kiacu@uKanmus Ha uWHopMmauusTra u
HU3HUCKBAaHUA KbM HH(bOpMaHI/IOHHI/ITe N KOMYHUKAIITUOHHHUTC CUCTEMH 3a OCUTYPABAHEC HA JOCTBII

no unpopmanusara or Hapendara:

1. "HuBo 0" o6xBama oTKpuTa 1 00II0I0CThITHA HH(pOpMaIUs (HarmpuMep myOauKyBaHa Ha
WHTEPHET CTPAHUIIMTE); MpeIoiara aHOHMMHO TT0JI3BaHe Ha MH(OpMaIUATa U JUTICa Ha

CpezcTBa 3a 3allluTa Ha KOH(UIeHIMaIHOCTTa if; oTroBapst Ha TLP-WHITE;

a. omnoBecTsBaHeTo Ha MHpopmanus ¢ kiacupukanus "Huso 0" He e orpaHUYEHO;



2.

W3TOYHUIIUTE Morar Jna wusnoi3BaT kiacudukamus "Huso 0", xorato
I/IH(bOpMaI_[I/ISITa HOCH MHHHUMAJICH 1501051 HUKAKBB HpGI[BI/II[I/IM pI/ICK oT
3moynorpeda, B CHOTBETCTBHE C MPWIOKUMHUTE MpaBuUjia W MTPOLEAYpH 3a

HY6J'II/IIIHO OIIOBECTSIBAHEC,

IpH Cla3BaHE HA CTAaHIAPTHUTE TpaBUa 32 ABTOPCKU IpaBa HHQPOPMAIHUS C

kinacudukanus "Hupo 0" Moxe 1a ce pa3npocTpaHsBa 0€3 orpaHUYCHUS.

"Huso 1"

crojiesisiHeTo Ha uHpopmarus ¢ kiacudukanus "Huso 1" e orpanudeHo camo a0

naaeHa obmnrHoct; otroBaps Ha TLP-GREEN,;

W3TOYHUIIUTE Morar Jna wu3noi3BaT kiacudukamus "Huso 1", korato
uHdopmanuaTra € TmoJie3Ha 3a HWHGOPMUPAHOCTTA HA BCHYKH Yy4YacTBaIIH

opranu3anvy, KaKTO U 3a IapTHBOPU OT HIMpPOKATa O6HIHOCT HJIN CCKTOP,

MoJIydyaTeIuTe Morar na crnojaenst mHpopmanus c¢ kiacuduxamus "Huso 1" c
MapTHLOPCKU OpPraHU3allid B PAaMKHTE Ha CBOs CEKTOP HMJIM OOIIHOCT, HO HE H
ype3 OOIIECTBEHO JOCTHITHU KaHalu; HHGOpMAIUATa B Ta3U KaTErOpUsi MOXKE J1a

Ce pa3mpocCTpaHsiBa MIUPOKO B J1aJIeHa OOIIHOCT, HO HE U U3BHH Hes;
W3HUCKBaHUS KbM HH(POPMAIIMOHHUTE U KOMYHUKAIIMOHHUTE CUCTEMH:

JOCTBIBT JI0 TOYHO OIpeAeNeHn OO0eKTH Ja ObAe pa3peliaBaH Ha TOYHO

OIIPCACIICHU ITOJI3BATCIIN;

MOJI3BATENUTE Aa C€ UJIEHTU(UIMPAT, IpeIu Ja M3IBJIHABAT KAaKBUTO M Ja ca
NENCTBUS, KOHTPOJIMPAHUM OT CUCTEMAaTa 3a JOCTHI; 3a YCTaHOBSIBAHE Ha
UJCHTUYHOCTTA TpsiOBa Ja ce M3MO0J3Ba 3AIIUTEH MEXaHW3bM OT THIIA
uaeHTH(PUKATOP/Iaposia; HAMa M3UCKBAHUS 3a JOKA3aTeJCTBO 3a MJIEHTUYHOCTTA

IIPU pETUCTpaLus;

uaeHTuunMpamara uHpopmanus TpsOBa ga  ObJe  3alUTeHAa  OT

HEPCTIIaMCHTHPAH JOCTBII,

AOBCPUTCIIHATA  U3YUCIIMTCIIHA CUCTEMaA, T. C. q)YHKL[I/IOHaJ'IHOCTTa Ha

nH(pOpMaIMOHHATA CHCTEMa, KOSATO YIpaBIsIBa IOCThIA 10 PeCypcuTe, TpsiOoBa Ja



3.

nmoaabpIKa obnacT 3a COOCTBEHOTO U3IBJIHCHUEC, 3allUTCéHa OT BBbHIIHHU

BB3ACHCTBHS M OT OITUTH JIa C€ CIISIU X0/1a Ha paboTaTta;

I/IH(bOpMaI_[I/IOHHaTa CHUCTCMa TpH6Ba Ja pasnojara € TEXHHUYCCKH /U
nporpamMHu CpCACTBa, IO3BOJIIBAIN IICPUOJUYHO Ja CC NPOBCPABA KOPCKTHOCTTA

Ha KOMIIOHCHTUTC Ha JOBCPUTCIIHATA U3UUCIIUTCIIHA CUCTEMA,

3allIUTHUTC MCXAaHU3MHU TpH6Ba Ja ca IMpeMHUHAIN TECT, KOHTO Ja MMOoTBbpJAU, 4YC
HCOTOPU3HPAH IIOJ3BATCII HAMA OYCBHUJAHA BB3MOKHOCT Ja IOJIYy4YU OOCTHII OO

AOBCPUTCIIHATA U3YUCIIUTCIIHA CUCTCMA.

"Huso 2"

pasnpocTpaHeHueTo Ha mHpopManus ¢ kiaacudukanus "Huso 2" e pasperieHo
caMO B paMKHTe Ha OpraHu3allMuTe Ha ydacTHUIUTE, oOpaboTBalu,
CbXpaHsBalM WM oOMeHsmu wuHpopmanusaTa; orroBaps Ha TLP-AMBER c¢

AOI'BJIHUTCIIHO YTOUHCHHEC 34 OTPAHUYCHUC HAa JOCTDHIIA,

W3TOYHUIIUTE Morar Ja wu3noi3BaT kiacudukanmus "Huso 2", korato
nH(popManuaTa U3UCKBA 3aIINTa, 32 Ja 0b/ie €ePEeKTUBHO OOMEHEHA, U HOCU PUCK
3a HEMPUKOCHOBEHOCTTA HA JIMYHUS JKUBOT, PEIyTaIlMATa WA OMEpAIUUTE, aKo

CC CIIOACIIA U3BbH CHbOTBECTHUTEC OPraHU3aAIlUH;

MOJIydaTeIUTe MOrar Ja crnoaensT mHpopmanusa c kinacuduxamus "Huso 2" c
YJICHOBE Ha COOCTBEHATa CH OpraHU3alus U ¢ MOTPEOUTENN WM KIUEHTH, KOUTO
TpsiOBa Ja ca 3amo3HATH C Hed, 3a Jla C€ 3alUTAT WIM Ja MpeloTBpaTsT
JOIBIHUTEIHHU LIETH; U3TOYHULIUTE UMAT IIPABOTO Ja OMPEAEINAT JONBIHUTEIHU

IUTaHWPAHU T'PpaHUIIX Ha CIIOACTIAHETO, KOUTO Tp?[6Ba Ja C€ cria3Bar,

HU3UCKBAHHUA KbM I/IH(pOpMaLII/IOHHI/ITC U KOMYHUKAIITUOHHUTC CHCTCMU — B

AOI'BJIHCHUEC KbM U3HUCKBAHUATA KbM MMPCAUIITHOTO HUBO:

KaTo MEXaHW3bM 3a MPOBEPKA Ha UIECHTUYHOCTTA /1a C€ U3I0JI3BA YAOCTOBEPEHUE
3a €JIEKTPOHEH MOAIKC, HE3aBUCUMO NIl € U3JaJCHO 3a BbTPEUIHOBEOMCTBEHH
HYXJU B paMKUTE Ha BBTPEIIHAa MH(PACTPyKTypa Ha MyOJUYHUS KIIOY, WIH €

HU3JaACHO OT BbHIICH JOCTABYMK HAa YAOCTOBCPUTCIIHU YCIIYT U,



4.

P U3/1aBaHE Ha yJIOCTOBEPEHHUETO M3JaBAIIMT OpraH MpoBepsiBa ChUICCTBEHUTE
JaHHW 3a JIMYHOCTTa Ha TMOJ3BaTens, 0e3 Ja € HeoOXOAUMO JIMYHOTO MY

IIPUCHCTBUE;

JOBEpUTEIHATA W3UUCIUTENIHA CHCTEMa TpsAOBa Jla OCUTYypH peaiau3alus Ha

MPUHYIUTEITHO yIpaBJIeHUE Ha JIOCThIIA 10 BCHYKH 00EKTH;

JOBCpUTCIIHATA U3YUCIINTCIIHA CUCTEMA Tpﬂ6Ba Jla OCUT'YPH B3aMMMHaA HU30J1allud Ha

MMpOoUECUTC YPEC3 pa3AC/IIHC HA aAPCCHUTE UM IIPOCTPAHCTBA.

"Huso 3"

uHpopmanus ¢ kimacudukamms "HuBo 3" He e 3a omoBecTABaHE U
pa3NpOCTpaHEHUETO W € OrpaHuYeHO CaMoO [0 y4YacTHHIUTE, 00padoTBaIiy,

ChXpaHsBaIlIK WM 0OMeHSIM HHpopManuaTa; orroBapst Ha TLP-RED;

W3TOYHHIIUTE MoraT Ja wu3noi3Bar kimacupukanus "Humo 3", xorarto
uHpopmanuara He Moxe Ja Obae eheKTHBHO OOMEHSHA C IPYr'H CTpPaHH U OU
MOTJa Jia OBeJIe 10 Bh3/ICHCTBUS BbPXY HEIIPUKOCHOBEHOCTTA HA JIMYHUS JKUBOT,
peryTanusATa WM ONEpallMuTe Ha JaJeHa CTpaHa, ako ¢ Hes Objae

3JI0yTIOTPEOEHO;

nojlyyaTeauTe He Morar Ja crnojensT uHgopmarus, mapkupana ¢ "Huso 3", ¢
KOSATO M J1a € CTpaHa M3BbH KOHKPETHHsI OOMEH, 00paboTKa WM ChbXpaHEHUE;
IOCTBIBT A0 MHPOopManusTa ¢ kiacupukanus "Huso 3" e orpaHudeH camo 10
JMIaTa, ydacTBamld B oOpaOoTkara H; B IOBEYeTO Ciydyau HHpopMmanus c

knacudukanus "Huso 3" Tps6Ba 1a ce npeaasa JIMYHO;

m3uckBanugd kpM UKT cucremMuTre — B JONBIHEHHWE KBbM H3UCKBAHHUATA KBM

NpEeaAUIIHOTO HUBO:

KaTo ME€XaHHU3bBM 3a I/IJICHTI/I(i)I/IKaIII/ISI Jia €€ U3I0JI3Ba €AUHCTBCHO YAOCTOBCPCHUC

34 YHUBCPCAJICH CJICKTPOHCH IMOAIIHC,

IIpH U3JaBaHC HA YIJOCTOBCPCHHUETO JIa € rapaHTHUpaHa q)HSquCKaTa UIACHTUYHOCT

Ha JINIIETO;



g. [noBepuTeaHaTa M3YMCIUTENIHA cUcTeMa TpsOBa Jna Obae ¢ MpoBepeHa

YCTOf/'I‘-II/IBOCT KbM OIIMTH 3a IIPOHUKBAHC,

h. KOMyHHKanusATa MEXIy NOTPEOUTENss M CUCTEeMaTa Jia Ce OCBINECTBSBA 10
KPUNTHPAHU KaHaiM, u3moisBamu mnpotokon Transport Layer Security (TLS)
noHe 1.2, KaTo MUHUMAaJIHATA IBJDKUHA HAa KPUIITUPALIHS K04 TpsiOBa Ja € MmoHe

256 6ura;

I AOBCPUTCIIHATA U3YHUCIUTCIIHA CUCTECMA J1a UMa MCXAaHU3bM 3a PCrucTtpaiuda Ha

OIIUTHU 34 HApyUIaBaHC MMOJUTHUKATA 3a CUT'YPHOCT.

PA3JIEJ 111

SAK/IIOYMTEJIHM PA3ITIOPE/IBA

§ 1. PokoBomutenute u ciyxurenure B O0muHa banute ca IIbKHU J1a MO3HABAT U Cla3BaT

pasnopenouTe Ha Te3U IpaBHJIa.

§ 2. KoHTpousT no cna3zBaHe Ha MpaBuiiata ce ocbiecTBsiBa oT Cekperaps Ha OOmuHa banuTe.
JlomycTuMu ca JOMBIHUTETHH MEPKU M MPOLEAYPH, KOUTO ca Ienecho0pa3Hu U HEOOXOJUMH C

orJjeJ 3alUTa Ha HHpOopMausITa.

§ 3. Hacrosmute BBTPCIIHU TIpaBHJIa CC pas3rjiekKaAaT W OLCHABAT HNCPUOJUYHO C OIJICH
e(l)eKTI/IBHOCTTa UM, KaTo O6IJ_II/IH21 banute moxe na InprueMa U 1npujiara JOIMbJIHUTCIHU MEPKU U

MIPOLIEYPH, KOUTO ca IesiechoOpa3Hu M HEOOXOIMMU C OIJIe] 3alllUTaTa Ha nH(opManusTa.

§ 4. Te3u mpaBuna ca paspaboreHu cbrimacHo Hapenba 3a MHUHMManTHHUTE W3HMCKBAaHUS 3a
MpekoBa U MH(POpPMAIMOHHA CUTYPHOCT M ca YTBBPJAEHU ChC 3al0OBE] HAa KMETa Ha OOUIMHA

banure Ne PJI- 228 ot 06.08.2020 r.



